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CHAPTER 15
ERROR CORRECTING CODES

Insert thismaterial after Chapter 13 (Gray Code) and after the new material onthe
Cyclic Redundancy Check.

15-1 Introduction

This section is a brief introduction to the theory and practice of error correcting
codes (ECCs). We limit our attention to binary forward error correcting (FEC)
block codes. This means that the symbol alphabet consists of just two symbols
(which we denote 0 and 1), that the receiver can correct atransmission error with-
out asking the sender for more information or for a retransmission, and that the
transmissions consist of a sequence of fixed length blocks, called code words.

Section 15-2 describes the code independently discovered by R. W. Ham-
ming and M. J. E. Golay before 1950 [Ham]. This code is single error correcting
(SEC), and a simple extension of it, also discovered by Hamming, is single error
correcting and, simultaneously, double error detecting (SEC-DED).

Section 154 steps back and askswhat is possible in the area of forward error
correction. Still sticking to binary FEC block codes, the basic question addressed
is: for a given block length (or code length) and level of error detection and cor-
rection capability, how many different code words can be encoded?

Section 15-2 isfor readerswho are primarily interested in learning the basics
of how ECC works in computer memories. Section 154 is for those who are
interested in the mathematics of the subject, and who might be interested in the
challenge of an unsolved mathematical problem.

The reader is cautioned that over the past 50 years ECC has become a very
big subject. Many books have been published on it and closely related subjects
[Hill, LC, MS, and Roman, to mention only a few]. Here we just scratch the sur-
face and introduce the reader to two important topics and to some of the terminol -
ogy used in this field. Although much of the subject of error correcting codes
relies very heavily on the notations and results of linear algebra, and in fact isa
very nice application of that abstract theory, we avoid it here for the benefit of
those who are not familiar with that theory.

Thefollowing notation is used throughout this chapter. It is close to that used
in[LC]. Theterms are defined in subsequent sections.

k Number of “information” or “message” bits.
m  Number of parity-check bits (“check bits,” for short).
n Codelength, n=m+k.



2 ERROR CORRECTING CODES 15-2

u Information bit vector, ug, Uy, ... Uj_g.
p Parity check bit vector, pg, Py, ---s Pm1-
S Syndrome vector, Sy, Sy, -+ Syt

15-2 The Hamming Code

Hamming's development [Ham] is a very direct construction of a code that per-
mits correcting single-bit errors. He assumes that the data to be transmitted con-
sists of a certain number of information bits u, and he adds to these a number of
check bits p such that if ablock is received that has at most one bit in error, then
p identifies the bit that isin error (which may be one of the check hits). Specifi-
caly, in Hamming's code p is interpreted as an integer which is O if no error
occurred, and otherwise is the 1-origined index of the bit that isin error. Let k be
the number of information bits, and m the number of check bits used. Because the
m check bits must check themselves as well asthe information bits, the value of p,
interpreted as an integer, must rangefrom0to m+ k, whichis m+ k + 1 distinct
values. Because m bits can distinguish 2™ cases, we must have

2m>m+k+ 1. Q)

Thisisknown asthe Hamming rule. It appliesto any single error correcting (SEC)
binary FEC block code in which al of the transmitted bits must be checked. The
check bits will be interspersed among the information bits in a manner described
below.

Because p indexes the bit (if any) that isin error, the least significant bit of p
must be 1 if the erroneous bit isin an odd position, and Oif it isin an even position
or if thereisno error. A simpleway to achievethisisto let theleast significant bit
of p, po, be an even parity check on the odd positions of the block, and to put pgin
an odd position. The receiver then checks the parity of the odd positions (includ-
ing that of pg). If theresultis 1, an error has occurred in an odd position, and if the
result is O, either no error occurred or an error occurred in an even position. This
satisfies the condition that p should be the index of the erroneous bit, or be 0 if no
error occurred.

Similarly, let the next from least significant bit of p, p;, be an even parity
check of positions 2, 3, 6, 7, 10, 11, ... (in binary, 10, 11, 110, 111, 1010, 1011,
...), and put p in one of these positions. Those positions have a1 in their second
from least significant binary position number. The receiver checks the parity of
these positions (including the position of p,). If theresultis 1, an error occurred in
one of those positions, and if the result is O, either no error occurred or an error
occurred in some other position.

Continuing, the third from least significant check bit, p,, is made an even par-
ity check on those positionsthat have a1 in their third from least significant posi-
tion number, namely positions4, 5, 6, 7, 12, 13, 14, 15, 20, ..., and p, isput in one
of those positions.



15-2 THE HAMMING CODE 3

Putting the check bitsin power-of-two positions (1, 2, 4, 8, ...) hasthe advan-
tage that they are independent. That is, the sender can compute py independently
of pq, Py, ... and, more generally, it can compute each check bit independently of
the others.

Asan example, let usdevelop asingle error correcting codefor k = 4. Solv-
ing (1) formgives m = 3, with equality holding. Thismeansthat all 2™ possible
values of the m check bitsare used, so it is particularly efficient. A code with this
property is called a perfect code.

This code is called the (7,4) Hamming code, which signifies that the code
length is 7 and the number of information bitsis 4. The positions of the check hits
p; and the information bits u; are shown below.

‘Po‘ pl‘ Us‘pz‘ Uz‘ Ul‘ Uo‘
12 3456 7

Table 15-1 showsthe entire code. The 16 rows show all 16 possibleinforma-
tion bit configurations and the check bits calculated by Hamming's method.

TABLE 15-1. THE (7,4) HAMMING CODE

1 2 3 4 5 6 7
Information| Po P1 usz P2 Uz up Uo
0 0 0 0 0 0 0 0
1 1 1 0 1 0 0 1
2 0 1 0 1 0 1 0
3 1 0 0 0 0 1 1
4 1 0 0 1 1 0 0
5 0 1 0 0 1 0 1
6 1 1 0 0 1 1 0
7 0 0 0 1 1 1 1
8 1 1 1 0 0 0 0
9 0 0 1 1 0 0 1
10 1 0 1 1 0 1 0
11 0 1 1 0 0 1 1
12 0 1 1 1 1 0 0
13 1 0 1 0 1 0 1
14 0 0 1 0 1 1 0
15 1 1 1 1 1 1 1

1. A perfect codeexistsfor k = 2M—m—1, maninteger—thatis, k=1, 4, 11, 26, 57, 120,
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To illustrate how the receiver corrects a single-bit error, suppose the code

word
1001110

isreceived. Thisisrow 4 in Table 15-1 with bit 6 flipped. The receiver calculates
the exclusive or of the bits in odd positions and gets 0. It calculates the exclusive
or of bits 2, 3, 6, and 7 and gets 1. Lastly it calculates the exclusive or of bits4, 5,
6, and 7 and gets 1. Thus the error indicator, which is called the syndrome, is
binary 110, or 6. The receiver flips the bit at position 6 to correct the block.

A SEC-DED Code

For many applications a single error correcting code would be considered unsat-
isfactory, because it accepts all blocks received. A SEC-DED code seems safer,
and it isthelevel of correction and detection most often used in computer memo-
ries.

The Hamming code can be converted to a SEC-DED code by adding one
check bit, which isaparity bit (let us assume even parity) on al the bitsin the SEC
code word. This code is called an extended Hamming code [Hill, MS]. It is not
obviousthat it is SEC-DED. To seethat it is, consider Table 15-2. It isassumed a

TABLE 15-2. ADDING A PARITY BIT TO MAKE A SEC-DED CoDE

Possibilities
Overall
Errors  Parity Syndrome Receiver Conclusion
0 even 0 No error
1 odd 0 Overall parity bit isin error
#0 Syndrome indicates the bit in error
2 even #0 Double error (not correctable)

priori that either O, 1, or 2 transmission errors occur. As indicated in the table, if
there are no errors, the overall parity (the parity of the entire n-bit received code
word) will be even, and the syndrome of the (n — 1) -bit SEC portion of the block
will be 0. If there is one error, then the overall parity of the received block will be
odd. If the error occurred in the overall parity bit, then the syndrome will be O. If
the error occurred in some other bit, then the syndrome will be nonzero and it will
indicate which bit isin error. If there are two errors, then the overall parity of the
received block will be even. If one of the two errors isin the overall parity bit,
then the other isin the SEC portion of the block. In this case the syndrome will be
nonzero (and will indicate the bit in the SEC portion that isin error). If the errors
are both in the SEC portion of the block, then the syndrome will aso be nonzero,
although the reason is a bit hard to explain.

The reason is that there must be a check bit that checks one of the two bit
positions but not the other one. The parity of this check bit and the bits it checks
will thus be odd, resulting in a nonzero syndrome. Why must there be a check bit
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that checks one of the erroneous bits but not the other one? To see this, first sup-
pose one of the erroneous hits is in an even position and the other is in an odd
position. Then because one of the check bits (pg) checks all the odd positions and
none of the even positions, the parity of the bits at the odd positions will be odd,
resulting in a nonzero syndrome. More generally, suppose the erroneous bits are
in positionsi and j (with i # j ). Then because the binary representations of i and
must differ in some bit position, one of them has a 1 at that position and the other
has a0 at that position. The check bit corresponding to this position in the binary
integers checksthe bits at positionsin the code word that have alin their position
number, but not the positions that have a0 in their position number. The bits cov-
ered by that check bit will have odd parity, and thus the syndrome will be nonzero.
As an example, suppose the erroneous bits are in positions 3 and 7. In binary, the
position numbers are 0...0011 and 0...0111. These numbers differ in the third
position from the right, and at that position, the number 7 has a 1 and the number
3 hasa0. Therefore the bits checked by the third check bit (these are bits 4, 5, 6,
7,12, 13, 14, 15, ...) will have odd parity.

Thus, referring to Table 15-2, the overall parity and the syndrome together
uniquely identify whether O, 1, or 2 errors occurred. In the case of one error, the
receiver can correct it. In the case of two errors, the receiver cannot tell whether
just one of the errorsis in the SEC portion (in which case it could correct it) or
both errors are in the SEC portion (in which case an attempt to correct it would
result in incorrect information bits).

The overall parity bit could as well be a parity check on only the even posi-
tions, because the overall parity bit is easily calculated from that and the parity of
the odd positions (which is the least significant check bit). More generally, the
overall parity bit could as well be a parity check on the complement set of bits
checked by any one of the SEC parity bits. This observation might save some
gatesin hardware.

It should be clear that the Hamming SEC code is of minimum redundancy.
That is, for a given number of information bits, it adds a minimum number of
check bits that permit single error correction. This is true because it was con-
structed that way. Hamming shows that the SEC-DED code constructed from a
SEC code by adding one overall parity bit is aso of minimum redundancy. His
argument is to assume that a SEC-DED code exists that has fewer check bits, and
he derives from this a contradiction to the fact that the starting SEC code had min-
imum redundancy.

Minimum Number of Check Bits Required

The middle column of Table 15-3 shows minimal solutions of inequality (1) for a
range of values of k. The rightmost column simply shows that one more bit is
required for a SEC-DED code. From this table one can see, for example, that to
provide the SEC-DED level ECC for a memory word containing 64 information
bits, eight check bits are required, giving atotal memory word size of 72 bits.
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TABLE 15-3. EXTRA BITS FOR ERROR CORRECTION/DETECTION

Number of
Information | mfor mfor
Bitsk SEC | SEC-DED
1 2 3
2to4 3 4
5t011 4 5
12t0 26 5 6
271057 6 7
580 120 7 8
121 to 247 8 9
248 to 502 9 10

Concluding Remarks

In the more mathematically oriented ECC literature, the term “Hamming code” is
reserved for the perfect codes described above—that is, those with (n, K) = (3, 1),
(7, 4), (15, 112), (31, 26), and so on. Similarly, the extended Hamming codes are
the perfect SEC-DED codes described above. However, computer architects and
engineers often use the term to denote any of the codes that Hamming described,
and some variations. The term “extended” is often understood.

The first IBM computer to use Hamming codes was the IBM Stretch com-
puter (model 7030), built in 1961 [LC]. It used a (72, 64) SEC-DED code (not a
perfect code). A follow-on machine known as Harvest (model 7950), built in
1962, was equi pped with 22-track tape drives that employed a (22, 16) SEC-DED
code. The ECCs found on modern machines are usually not Hamming codes, but
rather are codes devised for some logical or electrical property such as minimiz-
ing the depth of the parity check trees, and making them all the same length. Such
codes give up Hamming's simple method of determining which bitisin error, and
instead use a hardware table lookup.

At the time of this writing (2005), most notebook PCs (personal computers)
have no error checking in their memory systems. Desktop PCs may have none, or
they may have a simple parity check. Server-class computers generally have ECC
at the SEC-DED level.

In the early solid state computers equipped with ECC memory, the memory
was usually in the form of eight check bits and 64 information bits. A memory
module (group of chips) might be built from, typically, nine eight-bit wide chips.
A word access (72 hits, including check bits) fetches eight bits from each of these
nine chips. Each chipislaid out in such away that the eight bits accessed for asin-
gle word are physically far apart. Thus, aword access references 72 bits that are
physically somewhat separated. With bits interleaved in that way, if afew close-
together bits in the same chip are altered, as for example by an alpha particle or
cosmic ray hit, a few words will have single-bit errors, which can be corrected.
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Some larger memories incorporate a technology known as Chipkill. This allows
the computer to continue to function even if an entire memory chip fails, for
example due to loss of power to the chip.

The interleaving technique can be used in communication applications to
correct burst errors, by interleaving the bitsin time.

Today the organization of ECC memories is often more complicated than
simply having eight check bits and 64 information bits. Modern server memories
may have 16 or 32 information bytes (128 or 256 bits) checked as a single ECC
word. Each DRAM chip may store two, three, or four bits in physically adjacent
positions. Correspondingly, ECC is done on alphabets of four, eight, or 16 char-
acters—a subject not discussed here. Because the DRAM chips usually comein
8- or 16-bit wide configurations, the memory module often provides more than
enough bitsfor the ECC function. The extrabits might be used for other functions,
such as one or two parity bits on the memory address. This allows the memory to
check that the addressit receivesis (probably) the addressthat the CPU generated.

In modern server-class machines, ECC may be used in different levels of
cache memory, as well as in main memory. It may also be used in non-memory
areas, such as on busses.

15-3 Software for SEC-DED on 32 I nformation Bits

This section describes a code for which encoding and decoding can be efficiently
implemented in software for abasic RISC. It doessingle error correction and dou-
ble error detection on 32 information bits. The techniqueis basically Hamming's.

We follow Hamming in using check bits in such away that the receiver can
easily (in software) determine whether zero, one, or two errors occurred, and if
oneerror occurred it can easily correct it. We also follow Hamminginusing asin-
gle overall parity bit to convert a SEC code to SEC-DED, and we assume the
check bit values are chosen to make even parity on the check bit and the hits it
checks. A total of seven check hits are required (Table 15-3).

Consider first just the SEC property, without DED. For SEC, six check bits
arerequired. For implementation in software, the main difficulty with Hamming's
method is that it merges the six check bits with the 32 information bits, resulting
in a 38-bit quantity. We are assuming the implementation is done on a 32-bit
machine, and the information bits arein a 32-bit word. It would be very awkward
for the sender to spread out the information bits over a 38-bit quantity and cal cu-
late the check bits into the positions described by Hamming. The receiver would
have similar difficulties. The check bits could be moved into a separate word or
register, with the 32 information bits kept in another word or register. But this
gives an irregular range of positions that are checked by each check hit. In the
schemeto be described, these ranges retain most of the regularity that they havein
Hamming's scheme (which ignores word boundaries). The regularity leads to
simplified calculations.
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The positions checked by each check bit are shown in Table 154. In this
table, bits are numbered in the usual little-endian way, with position 0 being the
least significant bit (unlike Hamming's numbering).

TABLE 154. PosITIONS CHECKED BY THE CHECK BITS

Check Bit Positions Checked
Po 0,1,35,7,911, ...,29 31
P1 0, 2-3,6-7,10-11, ..., 30-31
P, 0, 4-7, 1215, 20-23, 28-31

Ps 0, 8-15, 24-31
P4 0, 16-31
Ps 1-31

Observe that each of the 32 information word bit positions is checked by at
least two check bits. For example, position 6 is checked by p; and p,. Thusif two
information words differ in one bit position, the code words (information plus
check hits) differ in three positions, so they are at a distance of at least three from
one another (see “Hamming Distance” on page 13). Furthermore, if two informa-
tion words differ in two bit positions, then at |east one of pg—p5 checks one of the
positions but not the other, so again the code wordswill be at |east a distancethree
apart. Therefore, the above scheme represents a code with minimum distance
three (a SEC code).

Suppose a code word is transmitted to a receiver. Let u denote the informa-
tion bits received, p denote the check bits received, and s (for syndrome) denote
the exclusive or of p and the check bits calculated from u by the receiver. Then
examination of Table 154 reveals that s will be set as shown in Table 15-5, for
zero or one errorsin the code word.

TABLE 15-5. SYNDROME FOR ZERO OR ONE ERRORS

Resulting syndrome
Error in bit 5.+ %
(no errors) 000000
Ug 011111
up 100001
u, 100010
us 100011
Uy 100100
Uz 111110
U3y 111111
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TABLE 15-5. SYNDROME FOR ZERO OR ONE ERRORS

Resulting syndrome
Error in bit 5.+ %
Po 000001
Py 000010
P> 000100
P3 001000
P4 010000
Ps 100000

As an example, suppose information bit u, is corrupted in transmission.
Table 15-4 shows that uy is checked by check bits p, and ps. Therefore the check
bits calculated by the sender and receiver will differ in p, and ps. In this scenario
the check bits received are the same as those transmitted, so the syndrome will
have bits 2 and 5 set—that is, it will be 100100.

If one of the check bitsis corrupted in transmission (and no errors occur inthe
information bits), then the check bitsreceived and those cal culated by the receiver
(which equal those calculated by the sender) differ in the check bit that was cor-
rupted, and in no other hits, as shown in the last six rows of Table 15-5.

The syndromes shown in Table 15-5 are distinct, for all 39 possibilities of no
error or a single-bit error anywhere in the code word. Therefore the syndrome
identifies whether or not an error occurred, and if so, which bit positionisin error.
Furthermore, if asingle-bit error occurred, it isfairly easy to calculate which bit is
in error (without resorting to atable lookup), and to correct it. Thelogicis:

If s=0, no error occurred.

If s= 011111, ugisin error.

If s = Ixxxxx, with Xxxxxx nonzero, the error isin u at position Xxxxx.

Otherwise, asingle bit in sis set, the error isin a check bit, and the cor-
rect check bits are given by the exclusive or of the syndrome and the
received check hits (or by the calculated check hits).

Under the assumption that an error in the check bits need not be corrected,
this may be expressed as shown below, where b is the bit number to be corrected.

if (s& (s—1)) = 0 then... /I No correction required.
elsedo

if s = 0b011111 thenb « O

elseb « s& 0b011111

u—ul(lxb) // Complement bit b of u.
end

The code of Figure 15-2 uses a hack that changes the second if-then-else
construction shown above into an assignment statement.
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To recognize double-bit errors, an overall parity bit is computed (parity of
Uz1-0 and ps:g), and put in bit position 6 of p for transmission. Double-bit errors
are distinguished by the overall parity being correct, but with the syndrome (Ss;q)
being nonzero. The reason the syndrome is nonzero is the same as in the case of
the extended Hamming code, given on page 4.

Software that implements this code is shown in Figures 15-1 and 15-2. We
assume the simple case of asender and areceiver, and the receiver has no need to
correct an error that occurs in the check bits or in the overall parity bit.

To compute the check bits, function checkbi t s first ignores information
bit ug and computes

S (x=uld(u1)
D (x=x0(x3$2)
(x=x0(x34)
. (x=x0(x38))

N w N Rk O

. (x=x0 (x> 16))

except omitting line i when computing check bit m;, for 0<i < 4. For ps, al the
above assignments are used. This is where the regularity of the pattern of bits
checked by each check bit pays off; alot of code commoning can be done. This
reduces what would be 4x5 + 5 = 25 such assignments to 15, as shown in
Figure 15-1.

Incidentally, if the computer has an instruction for computing the parity of a
word, or has the population count instruction (which puts the word parity in the
least significant bit of the target register), then the regular pattern is not needed.
On such amachine, the check bits might be computed as

p0 = pop(u ~ OXAAAAAAAB) & 1;
pl = pop(u & OxCCCCCCCD) & 1;
and so forth.

After packing the six check bits into a single quantity p, the checkbi t s
function accounts for information bit ug by complementing all six check bits if
ug = 1. (C.f. Table 15-4; pg must be complemented because ug was erroneously
included in the calculation of pg up to this point.)
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unsi gned int checkbits(unsigned int u) {

/* Conmputes the six parity check bits for the
"information" bits given in the 32-bit word u. The
check bits are p[5:0]. On sending, an overall parity
bit will be prepended to p (by another process).

Bi t Checks these bits of u

p[O0] O, 1, 3, 5 ..., 31 (0 and the odd positions).
p[1] O, 2-3, 6-7, ..., 30-31 (0 and positions xxx1x).
p[2] O, 4-7, 12-15, 20-23, 28-31 (0 and posns xx1xx).
p[3] O, 8-15, 24-31 (0 and positions X1xxx).

p[4] O, 16-31 (0 and positions 1xxxx).

p[5] 1-31 */

unsi gned int p0, pl, p2, p3, p4, p5, p6, p;
unsigned int t1, t2, t3;

/Il First calculate p[5:0] ignoring u[0].

pO = u ” (u >> 2);

PO = p0 ~ (p0 >> 4);

pO = p0 * (p0 >> 8);

pO = p0O ~ (p0 >> 16); /1 pO is in posn 1.
tl1 =u” (u>1),;

pl = tl1 ~ (t1 >> 4);

pl = pl ~ (pl >> 8);

pl = p1 ~ (pl >> 16); /1 plis in posn 2.
t2 =t1 ™ (tl1 >> 2);

p2 =t2 N (t2 >> 8);

p2 = p2 ~ (p2 >> 16); /1 p2 is in posn 4.
t3 =t2 N (t2 >> 4);

p3 = t3 "~ (t3 >> 16); /1 p3 is in posn 8.
p4 = t3 ~ (t3 >> 8); /1l p4 is in posn 16.
p5 = p4 " (p4 >> 16); // p5is in posn 0.

p = ((p0>>1) & 1) | ((p1>>1) & 2) | ((p2>>2) & 4) |
((p3>>5) & 8) | ((p4>>12) & 16) | ((p5 & 1) << 5);

p=p"(-(u&1l) &Ox3F); /1 Now account for u[O0].
return p;

FIGURE 15-1. Calculation of check bits.



12

ERROR CORRECTING CODES 15-3

int correct(unsigned int pr, unsigned int *ur) {

/1
/1

/* This function | ooks at the received seven check
bits and 32 information bits (pr and ur), and

determ nes how nmany errors occurred (under the
presunption that it nust be 0, 1, or 2). It returns
with 0, 1, or 2, neaning that no errors, one error, or
two errors occurred. It corrects the information word
received (ur) if there was one error init. */

unsi gned int po, p, syn, b;

po = parity(pr ~ *ur); /1 Conmpute overall parity
/1 of the received data.
p = checkbits(*ur); /1 Calcul ate check bits
/1 for the received info.
syn = p ™ (pr & Ox3F); /1 Syndrome (exclusive of
/1 overall parity bit).
if (po ==0) {
if (syn == 0) return O; /1 If no errors, return O.
el se return 2; // Two errors, return 2.
}

// One error occurred.
if (((syn - 1) &syn) == 0) // If syn has zero or one
return 1; /] bits set, then the
/]l error is in the check
/!l bits or the overall
/] parity bit (no
/1 correction required).

/1l One error, and syn bits 5:0 tell where it is in ur.

b =syn - 31 - (syn >> 5); // Map syn to range 0 to 31.

if (syn == Ox1f) b = 0; /1 (These two |ines equiv.
else b = syn & Ox1f; /1 to the one |ine above.)
*ur = *ur N (1 << bh); /1 Correct the bit.

return 1;

FIGURE 15-2. Thereceiver’s actions.
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154 Error Correction Considered More Generally

This section continues to deal with only the binary FEC block codes, but alittle
more generally than the codes described in Section 15-2. We drop the assumption
that the block consists of a set of “information” bits and a distinct set of “check”
bits, and any implication that the number of code words must be a power of 2. We
also consider levels of error correction and detection capability greater than SEC
and SEC-DED. For example, suppose you want adouble error correcting code for
decimal digits. If the code has 16 code words (with ten being used to represent the
decimal digitsand six being unused), the length of the code words must be at | east
11. But if a code with only 10 code words is used, the code words may be of
length 10. (Thisis shown in Table 15-8 on page 21, in the column for d =5, asis
explained below.)

A codeissimply aset of code words, and for our purposes the code words are
binary strings all of the same length which, as mentioned above, is called the code
length. The number of code words in the set is called the code size. We make no
interpretation of the code words; they may represent a phanumeric characters or
pixel valuesin apicture, for example.

Asatrivial example, a code might consist of the binary integers from 0 to 7,
with each bit repeated three times:

{0600000000, 000000111, 000111000, 000111111, 111000000, ... 111111111}.

Another example is the two-out-of-five code, in which each code word has
exactly two 1-hits:

{00011, 00101, 00110, 01001, 01010, 01100, 10001, 10010, 10100, 11000} .

The code sizeis 10, and thus it is suitable for representing decimal digits. Notice
that if codeword 00110 is considered to represent decimal O, then the remaining
values can be decoded into digits 1 through 9 by giving the bitsweights of 6, 3, 2,
1, and O, in left-to-right order.

The code rate is a measure of the efficiency of a code. For a code like Ham-
ming’s, this can be defined as the number of information bits divided by the code
length. For the Hamming code discussed aboveitis 4/7 = 0.57. More generally,
the code rate is defined as the log base 2 of the code size divided by the code
length. The simple codes above have rates of 10g,(8)/9=0.33 and
log,(10)/5= 0.66, respectively.

Hamming Distance

The central concept in the theory of ECC isthat of Hamming distance. The Ham-
ming distance between two words (of equal length) isthe number of bit positions
inwhich they differ. Put another way, it is the population count of the exclusive or
of the two words. It is appropriate to call this a distance function because it satis-
fies the definition of a distance function used in linear algebra:
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d(x,y) = d(y, x),

d(x,y) 20,

d(x,y) = 0 iff x =y, and

d(x,y) +d(y,2) 2d(x, 2z) (triangleinequality).

Here d(x, y) denotes the Hamming distance between code words x and y, which
for brevity wewill call simply the distance between x and .

Suppose a code has a minimum distance of 1. That is, there are two words x
andy in the set that differ in only one bit. Clearly, if x were transmitted and the bit
that makes it distinct from y were flipped due to a transmission error, then the
receiver could not distinguish between receiving x with a certain bit in error, and
receiving y with no errors. Hence in such a code it isimpossible to detect even a
1-bit error, in general.

Suppose now that a code has a minimum distance of 2. Then if just one bit is
flipped in transmission, an invalid code word is produced, and thus the receiver
can (in principle) detect the error. But if two bits are flipped, a valid code word
might be transformed into another valid code word. Thus double-bit errors cannot
be detected. Furthermore, single-bit errors cannot be corrected. Thisis because if
a received word has one bit in error, then there may be two code words that are
one bit-change away from the received word, and the receiver has no basis for
deciding which is the original code word.

The code obtained by appending a single parity bit is in this category. It is
shown below for the case of three information bits (k = 3). The rightmost bit isthe
parity bit, chosen to make even parity on al four bits. The reader may verify that
the minimum distance between code words is 2.

0000
0011
0101
0110
1001
1010
1100
1111

Actually, adding a single parity bit permits detecting any odd number of
errors, but when we say that a code permits detecting m-bit errors, we mean all
errors up to mbits.

Now consider the case in which the minimum distance between code words
is 3. If any one or two bitsisflipped in transmission, an invalid code word results.
If just one bit is flipped, the receiver can (we imagine) try flipping each of the
received bits one at atime, and in only one case will acode word result. Hencein
such a code the receiver can detect and correct a single-bit error. However, a dou-
ble-bit error might appear to be a single-bit error from another code word, and
thus the receiver cannot detect double-bit errors.
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Similarly, it is easy to reason that if the minimum distance of a code is 4, the
receiver can correct al single-bit errors and detect all double-hit errors (it is a
SEC-DED code). As mentioned above, thisisthelevel of capability often usedin
computer memories.

Table 156 summarizes the error correction and detection capabilities of a
block code based on its minimum distance.

TABLE 15-6. NUMBER OF BITS CORRECTED/DETECTED

Minimum

Distance Correct Detect
1 0 0
2 0 1
3 1 1
4 1 2
5 2 2
6 2 3
7 3 3
8 3 4
d L(d-1)/2] Ld/2]

Error correction capability can be traded for error detection. For example, if
the minimum distance of a code is 3, that redundancy can be used to correct no
errors but to detect single- or double-bit errors. If the minimum distance is 5, the
code can be used to correct single-bit errors and detect 3-hit errors, or to correct no
errors but to detect 4-bit errors, and so forth. Whatever is subtracted from the
“Correct” column of Table 15-6 can be added to the “ Detect” column.

TheMain Coding Theory Problem

Up to this point we have asked, “Given a number of information bits k and a
desired minimum distance d, how many check bitsarerequired?’ Intheinterest of
generality, wewill now turn this question around and ask “ For a given code length
n and minimum distance d, how many code words are possible?’ Thus, the num-
ber of code words need not be an integral power of 2.

Following [Roman] and others, let A(n, d) denote the largest possible code
size for a (binary) code with length n and minimum distance d. The remainder of
this section is devoted to exploring some of what is known about this function.
Determining its values has been called the main coding theory problem [Hill,
Roman]. Throughout this section we assume that n>d = 1.

Itisnearly trivia that

A(n, 1) = 2n, @
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because there are 2" distinct words of length n.

For minimum distance 2, we know from the single parity bit example that
A(n, 2) = 2n-1, But A(n, 2) cannot exceed 2"-1 for the following reason. Sup-
pose thereis a code of length n and minimum distance 2 that has more than 2n-1
code words. Delete any one column from the code words. (We envision the code
words as being arranged in a matrix much like that of Table 15-1.) This produces
a code of length n—1 and minimum distance at least 1 (deleting a column can
reduce the minimum distance by at most 1), and of size exceeding 2"-1. Thusit
has A(n—1, 1) >2"-1, contradicting equation (2). Hence

A(n, 2) = 2n-1,

That was not difficult. What about A(n, 3)? That is an unsolved problem, in
the sense that no formula or reasonably easy means of calculating it is known. Of
course many specific values of A(n, 3) are known, and some bounds are known,
but the exact value is unknown in most cases.

When equality holdsin (1), it represents the solution to this problem for the
cased = 3. Letting n = m+k, (1) may berewritten

2n
n+1

2k<

©)

Here k is the number of information bits, so 2K is the number of code words.
Hence we have

2n
<_
A(n, 3)_n+1'

with equality holding when 2"/(n + 1) isan integer.

For n =7, thisgives A(n, 3) < 16, and we know from Hamming's construc-
tion that 16 can be achieved. For n = 3it gives A(n, 3) < 2, which can berealized
with code words 000 and 111. For n = 4 it gives A(n, 3) < 3.2, and with alittle
doodling you will seethat it is not possible to get three code words with n = 4 and
d = 3. Thus when equality does not hold in (3), it merely gives an upper bound,
quite possibly not realizable, on the maximum number of code words.

Aninteresting relation is that for n= 2,

A(n, d) < 2A(n-1, d). 4

Thus adding 1 to the code length at most doubles the number of code words pos-
sible, for the same minimum distance d. To see this, suppose you have a code of
length n, distance d, and size A(n, d). Choose an arbitrary column of the code.
Either half or more of the code words have a 0 in the selected column, or half or
more have a1 in that position. Of these two subsets, choose one that has at least
A(n, d)/2 code words, form a new code consisting of this subset, and delete the
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selected column (which iseither all 0’sor al 1's). The resulting set of code words
has n reduced by 1, has the same distance d, and has at |east A(n, d)/2 code words.
Thus A(n—1, d) = A(n, d)/ 2, from which inequality (4) follows.

A useful relation isthat if d is even, then

A, d) = A(n—1,d-1). (5)

To see this, suppose you have a code C of length n and minimum distance d, with
d odd. Form a new code by appending to each word of C a parity bit, let us say to
make the parity of each word even. The new code has length n+ 1, and has the
same number of code words as does C. It has minimum distance d + 1. For if two
words of C are adistance x apart, with x odd, then one word must have even parity
and the other must have odd parity. Thuswe append a0 inthefirst caseandalin
the second case, which increases the distance between the wordsto x + 1. If xis
even, we append a 0 to both words, which does not change the distance between
them. Because d is odd, all pairs of words that are a distance d apart become dis-
tance d + 1 apart. The distance between two words more than d apart either does
not change or increases. Therefore the new code has minimum distance d + 1.

This shows that if d is odd, then A(n+1,d+ 1)=A(n,d), or equivalently
A(n,d)=A(n-1,d-1) foreven d= 2.

Now suppose you have a code of length n and minimum distance d=2 (d
can be odd or even). Form a new code by eliminating any one column. The new
code haslength n—1, minimum distance at least d—1, and is the same size as
the original code (all the code words of the new code are distinct because the new
code has minimum distance at least 1). Therefore A(n—1, d—1) = A(n, d). This
establishes equation (5).

Spheres

Upper and lower bounds on A(n, d), for any d =1, can bederived by thinkingin
terms of n-dimensional spheres. Given acode word, think of it asbeing at the cen-
ter of a“sphere” of radiusr, consisting of al words at a Hamming distance r or
lessfromiit.

How many points (words) are in a sphere of radius r? First consider how
many pointsare in the shell at distance exactly r from the central code word. This
is given by the number of ways to choose r different items from n, ignoring the
order of choice. We imagine the r chosen bits as being complemented, to form a
word at distance exactly r from the centra point. This “choice” function, often
written E‘E may be calculated from?

oo_ _nt
OO0 ™ ri(n-r)!

2. ltisalso called the “binomia coefficient” because g‘a is the coefficient of the term
x'y" =T in the expansion of the binomia (x + y)".
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M_, OO_, 00_00=1) g _ n(n=1)(n-2)
Thusm]—l,m—n,mj— S 3 , and so forth.

The total number of pointsin a sphere of radiusr is the sum of the pointsin
the shellsfrom radiusOtor:

r

g

There seemsto be no simple formula for this sum [Knul].

From this it is easy to obtain bounds on A(n, d). First, assume you have a
code of length n and minimum distance d, and it consists of M code words. Sur-
round each code word with a sphere, all of the same maximal radius such that no
two spheres have a point in common. Thisradiusis (d—1)/2 if disodd, and is
(d—2)/2 if dis even (see Figure 15-3). Because each point is in at most one
sphere, the total number of points in the M spheres must be less than or equal to
the total number of pointsin the space. That is,

Ld-1)2]
2, OO
Thisholdsfor any M, hencefor M = A(n, d), sothat

< on,

2n
0 .
L( l)/ZJDU

g

A(n, d) <

Thisis known as the sphere-packing bound, or the Hamming bound.

Each large dot represents a code word, and each small dot represents a non-code
word a unit distance away from its neighbors.

d=5r=2 d=6,r=2

FIGURE 15-3. Maximum radius that allows correcting points within a sphere.

The sphere idea also easily gives a lower bound on A(n, d). Assume again
that you have a code of length n and minimum distance d, and it has the maximum
possible number of code words—that is, it has A(n, d) codewords. Surround each
code word with a sphere of radius d—1. Then these spheres must cover all 2"
points in the space (possibly overlapping). For if not, there would be a point that
isat adistance d or morefrom all code words, and that isimpossible because such
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apoint would be a code word. Thus we have aweak form of the Gilbert-Varsha-
mov bound:

d-1
A, d) 5 OU> on,
2,000

Thereisthe strong form of the G-V bound, which appliesto linear codes. Its
derivation relies on methods of linear algebra which, important as they are to the
subject of linear codes, are not covered in this short introduction to error correct-
ing codes. Sufficeit to say that alinear codeisonein which the sum (exclusive or)
of any two code words is also a code word. The Hamming code of Table 15-1 is
alinear code. Because the G-V bound is alower bound on linear codes, it is also
alower bound on the unrestricted codes considered here. For large n, it isthe best
known lower bound on both linear and unrestricted codes.

The strong G-V bound statesthat A(n, d) = 2K, where k isthe largest integer
such that

2n
2k < r

m-10
2,00 0
That is, it isthe value of the right-hand side of thisinequality rounded down to the
next strictly smaller integral power of 2. The “strictness’ is important for cases
such as(n, d) = (8, 3), (16, 3) and (the degenerate case) (6, 7).

Combining these results:

LI (]
GPALTE—2—H< A d) < —2 ©)
b s AN S
2 -1 (@721
02,0 O 2, 0o

where GP2LT denotes the greatest integral power of 2 (strictly) lessthan its argu-
ment.

Table 15-7 givesthe values of these bounds for some small values of nand d.
A single number in an entry means the lower and upper bounds given by (6) are
equal.

If dis even, bounds can be computed directly from (6) or, making use of
equation (5), they can be computed from (6) with d replaced with d—1 and n
replaced with n—1 in the two bounds expressions. It turns out that the latter
method always results in tighter or equal bounds. Therefore, the entries in
Table 15-7 were calculated only for odd d. To access the table for even d, use the
values of d shown in the footing and the values of n shown at the right (shaded
regions).

The bounds given by (6) can be seen to be rather loose, especially for large d.
The ratio of the upper bound to the lower bound diverges to infinity with increas-
ing n. The lower bound is particularly loose. Over a thousand papers have been



20 ERROR CORRECTING CODES 154
TABLE 15-7. THE G-V AND HAMMING BOUNDS ON A(n, d)
d=4 d=6 d=8 d=10 |d=12|d=14|d=16| n
4-5 2 - - - - - 5
8-9 2 - - - - - 6
10 32-51 4-11 2-3 2 - - - 9
13 | 256-2315 16-51 2-13 2-5 2 - - |12
16 2048 64 —270 8-56 2-16 2-6 | 2-3 2 15
8192 —
19 13797 256 —1524 | 16-—265 4-64 2-20|2-8|2-4|18
65536 —
22 95325 1024 -9039| 64—1342 | 8-277 |4-75[2-25|2-10]| 21
219 _ 4096 —
25 256—7216 | 32—-1295 |8-302|2-88|2-31| 24
671088 55738
222 _ 32768 — 1024 — 16— 4— 2—
2| 703490 | 354136 | 40622 | 1870430 1351 | 337 | 104 | ¥
d=3 d=5 d=7 d=9 d=11|d=13|d=15

written describing methods to improve these bounds, and the results as of this
writing are shown in Table 15-8 [Agrell, Brou; where they differ, the table shows
the tighter bounds].

The cases of (n, d) = (7, 3), (15, 3), and (23, 7) are perfect codes, meaning
that they achieve the upper bound given by (6). This definition is a generalization
of that given on page 3. The codes for which nis odd and n = d are also perfect;
See exercise 6.

We conclude this section by pointing out that the idea of minimum distance
over an entire code, which leadsto the ideas of p-bit error detection and g-bit error
correction for some p and q, is not the only criterion for the “power” of a binary
FEC block code. For example, work has been done on codes aimed at correcting
burst errors. [Etzion] has demonstrated a (16, 11) code, and others, that can cor-
rect any single-bit error and any error in two consecutive bits, and is perfect, in a
sense not discussed here. It is not capable of general double-bit error detection.
The (16, 11) extended Hamming code is SEC-DED and is perfect. Thus his code
gives up general double-bit error detection in return for double-bit error correc-
tion of consecutive bits. Thisis of courseinteresting because in many applications
errors are likely to occur in short bursts.
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TABLE 15-8. BEST KNOWN BOUNDS ON A(n, d)
n d=4 d=6 d=8 d=10 |d=12|d=14|d=16| n
6 4 2 - - - - - |5
7 8 2 - - - - - |6
8 16 2 2 - - - - | 7
9 20 4 2 - - - - | 8
10 40 6 2 2 - - - 19
1 72 12 2 2 - - - |10
12 144 24 4 2 2 - - |1
13 256 32 4 2 2 - - |12
14 512 64 8 2 2 2 - |13
15 1024 128 16 4 2 2 - |14
16 2048 256 32 4 2 2 2 |15
17 |2720-3276| 256-340 | 36-37 6 2 2 2 |16
18 |5312-6552| 512-680 | 64-72 10 4 2 2 |17
10496 —
19| “304 |1024-1280] 128-142 20 4 2 2 |18
20480 —
20| “Jong  |2048-2372| 256-274 40 6 2 2 |19
36864 —
21| “yopgs  |2960-4096) 512 4248 8 4 2 |20
73728 -
22| oo |4096-6941 1024 6487 12 4 2 |21
147456 — | 8192-—
23| oans 13766 2048 80-150 | 24 4 2 |22
294912 - | 16384 -
24 | “Sa008 24106 4096 128280 | 48 6 4 |23
219_ 16384 —
25 4096 —5477| 192-503 |52-56| 8 4 |24
599184 48008
20 _ —
26 2 82768~ | 1006 — 0672| 384850 |64-98| 14 4 |25
1198368 84260
221 _ 65536 — 8192 — 128 -
27 2396736 157985 176g | B12-1764| T | 28 6 |26
222 _ 131072 | 16384 -— 178 -
28 479347 201269 3151 |1024-3200| oo | 56 8 |27
d=3 d=5 d=7 d=9 |d=11|d=13|d=15
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Exercises
1. Show aHamming code for k = 3 (make atable similar to Table 15-1).

2. In acertain application of a SEC code, there is no need to correct the
check bits. Thus the m check bits need only check the information bits, but not
themselves. For k information bits, m must be large enough so that the receiver
can distinguish k + 1 cases: which of the k bitsisin error, or no error occurred.
Thus the number of check bits required is given by 2m>k + 1. Thisis aweaker
restriction on m than is the Hamming rule, so it should be possible to construct,
for some values of k, a SEC code that has fewer check bits than those required by
the Hamming rule. Alternatively, one could have just one value to signify that an
error occurred somewhere in the check bits, without specifying where. This
would lead to therule 2m> k + 2.

What iswrong with this reasoning?

3. Prove: A(2n, 2d) = A(n, d).

4. Provethe“singleton bound”: A(n, d) < 2ndrt

5. Show that the notion of a perfect code as equality in the right-hand por-
tion of inequality (6) is a generalization of the Hamming rule.

6. What isthe value of A(n, d) if n = d? Show that for odd n, these codes are
perfect.

7. Show that if nisamultipleof 3and d = 2n/3, then A(n,d) = 4.
8. Showthatif d>2n/3, A(n,d) = 2.

9. (Brain teaser) How would you find, numerically, the minimum m that
satisfies (1), as a function of k?
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Answersto Exercises

1. Your table should look like Table 15-1 with the rightmost column and
the odd numbered rows del eted.

2. In the first case, if an error occurs in a check bit, the receiver cannot
know that, and it will make an erroneous “ correction” to the information bits.

In the second case, if an error occursin acheck bit, the syndrome will be one
of 100...0, 010...0, 001...0, ..., 000...1 (mdistinct values). Therefore m must be
large enough to encode these m values, as well as the k values to encode asingle
error in one of the kinformation bits, and avaluefor “no errors.” So the Hamming
rule stands.

Onething along these lines that could be done isto have asingle parity bit for
the m check bits, and have the m check bits encode values of one error in an infor-
mation bit (and where it is), or no errors occurred. For this code, m could be cho-
sen as the smallest value for which 2m>k+ 1. The code length would be
k+m+ 1, wherethe “+1” is for the parity bit on the check bits. But this code
length is nowhere better than that given by the Hamming rule, and is sometimes
WOorse.

3. Given a code of length n and minimum distance d, simply double-up
each 1 and each 0 in each code word. The resulting code is of length 2n, mini-
mum distance 2d, and is the same size.

4. Given acode of length n, minimum distance d, and size A(n, d), think of
it as being displayed as in Table 15-1. Remove an arbitrary d —1 columns. The
resulting code words, of length n—(d—1), have minimum distance at least 1.
That is, they are al distinct. Hence their number cannot be more than 2n-(d-1),
Since deleting columns did not change the code size, the original code's sizeis at
most 2n-(d-1), sothat A(n, d)<2" @™,

5. The Hamming rule appliesto the case that d = 3 and the code has X code
words, where k is the number of information bits. The right-hand part of inequal-
ity (6), with A(n, d) = 2Xand d = 3iis

ok < 2n _ 2"
TOo,Og 1+n
ol
Replacing nwith m+ k gives
2k<2m—+k
“1l+m+k

which on cancelling 2% on each side becomes inequality (1).

6. The code must consist of an arbitrary bit string and its one's-comple-
ment, so its size is 2. That these codes are perfect, for odd n, can be seen by
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showing that they achieve the upper bound in inequality (6). Proof sketch: An n-
bit binary integer may be thought of as representing uniquely a choice from n
objects, with a 1-bit meaning to choose and a 0-bit meaning not to choose the

corresponding object. Therefore there are 2" ways to choose from 0 to n objects

n
from n objects—that is, 2 E‘E = 2" If nisodd, i ranging fromQOto (n—1)/2

covers half the terms of this sum, and because of the symmetry 0o = Eh n E,
/20

Z Ao

bound in (6) is 2. Thus the code achieves the upper bound of (6).

accounts for half the sum. Therefore = 2"-1 <o that the upper

7. For ease of exposition, this proof will make use of the notion of equiva-
lence of codes. Clearly a code is not changed in any substantial way by rearrang-
ing its columns (as depicted in Figure 15-1), or by complementing any column.
If one code can be derived from another by such transformations, they are called
equivalent. Because a code is an unordered set of code words, the order of adis-
play of its code words is immaterial. By complementing columns, any code can
be transformed into an equivalent code that has a code word that isall 0's.

Also for ease of exposition, we carry out this proof for the case n=9 and
d=6.

WIlog (without loss of generality), let code word O (the first, which we will
call cwgp) be 000 000 000. Then all other code words must have at least six 1's, to
differ from cwg in at least six places.

Assume (which will be shown) that the code has at least three code words.
Then no code word can have seven or more 1's. For if one did, then another code
word (which necessarily has six or more 1's) would have at least four of its 1'sin
the same columns as the word with seven or more 1's. This means the code words
would be equal in four or more positions, and so could differ in five or fewer posi-
tions (9 — 4), violating the requirement that d = 6. Thus all code words other than
the first must have exactly six 1's.

WIlog, rearrange the columns so that the first two code words are:

cw: 000 000 000
cwy: 111 111 000

The next code word, cw,, cannot have four or more of its 1's in the left six col-
umns, because then it would be the same as cw in four or more positions, and so
would differ from cw, in five or fewer positions. Thereforeit hasthree or fewer of
its 1'sin the left six columns, so that three of its 1'smust be in the right three posi-
tions. Therefore exactly three of its 1's are in the left six columns. Rearrange the
left six columns (of all three code words) so that cw, looks like this:

cw,: 111 000 111
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By similar reasoning, the next code word (cws) cannot have four of its1'sin
the left three and right three positions, because it would then equal cw, in four
positions. Therefore it has three of fewer 1'sin the left three and right three posi-
tions, so that three of its 1's must be in the middle three positions. By similarly
comparing it to cw,, we conclude that three of its 1's must be in the right three
positions. Therefore cws is:

cwg: 000 111 111

By comparing the next code word, if oneis possible, with cw, cw,, and cws,
we conclude that it must have three 1's in the right three positions, in the middle
three positions, and in the left three positions, respectively. Thisisimpossible. By
inspection, the above four code words satisfy d = 6, so A(9, 6) = 4.

8. Obvioudly A(n, d) is at least 2, because the two code words can be all 0's
and all 1's. Reasoning similarly as in the previous exercise, let one code word,
Cwg, be @l 0's. Then all other code words must have more than 2n/3 1's. If the
code has three or more code words, then any two code words other than cwg must
have 1's in the same positions for more than 2n/3-n/3 = n/3 positions, as
suggested by the figure below.

1111...11110...0
>2n/3 <n/3

(The figure represents cwq with its 1's pushed to the left. Imagine placing the
more than 2n/3 1's of cw, to minimize the overlap of the 1's.) Since cw, and
cw, overlap in more than n/3 positions, they can differ in lessthan n—n/3 =
2n/ 3 positions, resulting in a minimum distance less than 2n/3.

9. Treating mand k as real numbers, the following iteration converges from
below quite rapidly:

m, = 0,
mi,,=lgm+k+1), i =0,1,...,

where Ig(x) isthelog base 2 of x. The correct result isgiven by ceil(m,) —that is,
only two iterations are required for all k= 0.
Taking another tack, it is not difficult to prove that for k= 0,

bitsize(k) < m < bitsize(K) + 1.

Here bitsize(K) is the size of k in bits, for example bitsize(3) = 2, bitsize(4) = 3,
and so forth. (This is different from the function of the same name described in
section 5-3 of Hacker’s Delight, which is for signed integers.) Hint: bitsize(k) =
[Ngk+1)] = [lgk)+1], where we take Ig(0) to be —1. Thus one can try
m = hitsize(k), test it, and if it proves to be too small then simply add 1 to the
trial value. Using the number of leading zeros function to compute bitsize(k), one
way to commit thisto codeis:
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m « W—nlz(k),

mem+((l<m)—1-mék),

where W is the machine’sword sizeand 0< k< 2W—1.

27



